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This is with regard to integration of RCH portal, NCD program, National
Sickle Cell Disease Control Program (NSCDCP) and Pradhan Mantri National
Dialysis Program (PMNDP) with Ayushman Bharat Digital Mission (ABDM) and
100o/o implementation on the ground.

The Value proposition of ABDM is huge, as citizens will be able to view
and share all their health records. In order to facilitate this, it is vital that all
programs successfully complete the development of Milestone 1 i.e. Creating
Ayushman Bharat Health Account (ABHA) ID of their beneficiaries; Milestone
2 i.e. Linking of digital health records with ABHA and Milestone 3 i.e.
Sharing of digital health records. In the Mission Steering Group (MSG) meeting
held on 12th April 2023, it was dlrected that all health
programs/schemes/solutions of the union government become ABDM
compliant and ensure 100o/o implementation on ground.

However, in the past few months, the progress on this account is very
slow. The portal wise progress for beneficiaries linked with ABHA is provided
below:

.+
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It is proposed to the States/UTs to run this activity of ABHA seeding on
various poftals on a campaign mode from 14th June till 14th July. Best
performing States/UTs will be awarded during upcoming Chintan Shivir , to be
held from 14th to 16th July , 2023.

ABHA seeding on various portals will require a sustained effort from all
stakeholders in the field. It is suggested that a time bound plan of action be
made towards 100o/o compliance. Therefore it is requested to take a review
and needful actions at your level. 
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Yours Sincerely,

(v Chauhan)

To:

- Additional Chief Secretaries/Principal Secretaries/Secretaries (H&FW) of all
States/UTs
- Mission Director, National Health Mission of all the States/UTs

to:
ED NHSRC
AddI. CEO , NHA
Director NHM (I/IIIIII/IV)
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1. Introduction  

ABDM has enabled the creation of ABHA Numbers for citizens of the country through self-

registration and assisted mode. Realizing that there are geographical regions in the country 

where citizens do not have access or have limited access to internet connectivity, ABDM has 

provided an alternate way of creating the ABHA Number in offline mode using paper-based 

forms to the willing citizens of the country. Adoption of ABDM will make healthcare services 

accessible, efficient, and affordable in these parts of the country. 

 

2. Purpose 

The Purpose of these guidelines is to provide the minimum standards to be followed for 

creating ABHA Numbers in offline mode using paper-based forms and ensuring compliance 

by the participating entities. 

 

3. Applicability 

These guidelines shall be applicable to the participating entities like government health 

programmes, healthcare facilities & centers etc. (hereby collectively referred to as 

“Center/s”), which will facilitate the process of creating ABHA Numbers in offline mode using 

paper-based form1 for the beneficiaries through assistance of “authorized personnel”. The 

authorized personnel may include healthcare workers, officials from healthcare facilities, 

central government, state government, district administration and others. 

The provision to create ABHA Number in offline mode will only be enabled for select 

Center/s. The permission-based access will be provided by ABDM upon request. 

4. Criteria for allowing HID creation in offline mode 

ABDM shall allow the creation of ABHA Numbers at locations where there is limited or no 

internet /mobile connectivity. 

 

5. Collection of Application Form & Consent 

a. The authorized personnel are bound by these guidelines only when they are collecting 

the personal information of any individual for the specific purpose of creating ABHA 

Numbers. 

b. The authorized personnel shall explain the benefit of having ABHA Numbers to the 

individuals and only once they are interested, the application forms shall be filled by the 

individual/on behalf of the individual and collected. These benefits shall be explained 

either in English, Hindi or any other local language which an individual shall be able to 

understand. 

c. The authorized personnel shall get the prescribed application form filled from interested 

individuals. 

                                                             
1 Guidelines for using digital devices in offline mode shall be issued separately 
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d. The authorized personnel shall only collect Aadhar numbers of individuals, photocopies 

or images of Aadhar card shall not be collected under any circumstances.  

e. It is the duty of authorized personnel to verify and confirm the identity of the individual 

with the Aadhar card provided. To confirm the same, the authorized personnel must sign 

the declaration on the application form along with their name and timestamp. 

f. The consent from the individual is to be obtained through her/his signature on the 

consent form. If the individual is unable to sign, then the details of consent are to be read 

out and explained to her/him in a language understood by her/him and a thumb 

impression of the individual be obtained on the consent form. 

g. The authorized personnel shall maintain a record of the hard copies of application forms 

collected. 

h. Once the application forms are collected from individuals, it shall be the sole 

responsibility of authorized personnel to deliver the application forms safely and securely 

to a Center/s for further processing. 

i. The authorized personnel shall take an acknowledgement receipt from the concerned 

Center/s while depositing the forms and preserve the acknowledgement. 
 

6. Scanning & Uploading 

a. The authorized personnel shall hand over the application forms to a Center/s where there 

is availability of IT infrastructure and internet connectivity. Once the application forms 

are received by the Center/s, the security of the same shall be the responsibility of the 

said Center/s. 

b. Upon receiving the application forms from the authorized personnel, the Center/s will 

determine whether the application form received is an original . If it is found to be a copy, 

the same must be returned to the authorized personnel with no further processing of the 

same. 

c. The Center/s shall issue an acknowledgement receipt to the authorized personnel as a 

proof of receiving the original application forms. 

d. The Center/s shall ensure that the correct details about the applicant individual from the 

application forms are entered in the program application (integrated with ABDM) or 

ABHA web portal. 

e. After entering all the details from the application form, the Aadhar number on the form 

needs to be redacted/masked/hidden (for e.g., with a dark-coloured permanent marker) 

with any appropriate method before scanning the document so that the Aadhar number 

is not disclosed/readable further. 

f. The scanned application form needs to be uploaded into the program application/ ABHA 

web portal. The scanned form will be stored in the ABHA web portal in an encrypted 

format 

g. The physical application forms are required to be destroyed by the Center/s after 

uploading of same into the system. 
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7. Destruction of Physical documents 

The destruction/disposal of records shall be an ongoing process and not a one-time exercise. The 

Center/s shall ensure the following - 

a. It has a detailed data destruction process to be adopted. 

b. The physical application forms that are required to be destroyed/disposed off shall be 

appropriately labelled. 

c. The process may include shredding or any other appropriate method, ensuring that the 

documents are completely destroyed without leaving any trail. 

d. The debris created after destruction shall also be completely disposed off in an 

appropriate manner without leaving any trail. 

e. If the process is outsourced to any third-party vendors, then this shall be covered under 

the respective Service Level Agreement (SLA). 

f. The process needs to be modified as per the requirement from time to time. 

g. The Center/s shall ensure the documentation of the entire process and maintenance of 

records for any future audits. 

 

8. Communicating ABHA Number to the beneficiary 

a. ABHA web portal shall communicate the ABHA Number generated to the beneficiary on 

his/her registered mobile number as mentioned in the application form. 

b. The Center/s shall print the ABHA cards (wherever applicable) of the beneficiary and hand 

them over to the authorized personnel. 

c. The authorized personnel shall deliver the ABHA cards to the beneficiaries. 

 

9. Compliance 

a. ABDM may conduct an audit of the Center/s from time to time. 

b. The Center/s must undertake all reasonable security measures to protect the data of the 

individuals being collected and processed by them. 

c. Any privacy breach must be notified by the authorized personnel / Center/s participating 

to the individual concerned and the ABDM. 
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1. Introduction  

ABDM has enabled the creation of Ayushman Bharat Health Account (“ABHA” (numbers)) 

for citizens of the country through self-registration and assisted mode. Realizing that there are 

geographical regions in the country where citizens do not have access or have limited access 

to internet/mobile connectivity, ABDM has provided an alternate way of creating the ABHA 

(number) using digital devices in offline mode to the willing citizens of the country. Adoption 

of ABDM will make healthcare services accessible, efficient, and affordable in these regions 

of the country. 

 

2. Purpose 

The Purpose of these guidelines is to provide the minimum standards to be followed for 

creating ABHA (numbers) using digital devices in offline mode and ensuring compliance by 

the participating entities. 

 

3. Applicability 

These guidelines shall be applicable to the “participating entity” like government health 

program, state government, central government, healthcare facility & center etc, which will 

facilitate the process of creating ABHA (numbers) in offline mode using digital devices for 

the beneficiaries through the assistance of “authorized personnel”. The authorized personnel 

may include healthcare workers, officials from healthcare facilities, central government, state 

government, district administration and others. 

The provision to create ABHA (number) in offline mode will only be enabled for select 

government health programs, healthcare facilities & centers etc. The permission-based access 

will be provided by ABDM upon request. Also, this method of creating ABHA (number) is 

to be allowed only for geographical locations with no or limited internet/mobile connectivity.  

For the purpose of creating ABHA (number) using digital device in offline mode, the 

participating entity may use a program application developed by themselves or ABDM. The 

digital device to be used for the purpose of creating ABHA (number) may be a mobile, tablet 

or any other digital device approved by the participating entity.   

4. Sandbox integration of the program application 

Any program application developed by the participating entity for the purpose of creating 

ABHA (number) using digital devices in offline mode shall undergo sandbox integration 

process of ABDM. The details regarding the sandbox process are available at 

https://sandbox.abdm.gov.in/. 

 

5. Criteria for allowing ABHA (number) creation in offline mode 

ABDM shall allow creation of ABHA (numbers) under these guidelines at locations where 

there is no or limited internet /mobile connectivity. 

 

 

 

https://sandbox.abdm.gov.in/
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6. Collection of demographic information & consent 

a. The authorized personnel are bound by these guidelines only when they are collecting the 

personal information of any individual only for the purpose of creation of ABHA 

(numbers). The authorized personnel shall not be bound to these guidelines if they are 

visiting the individuals for any purpose other than collecting data for creating ABHA 

(number). 

b. The authorized personnel shall explain the benefit of having ABHA (number) to the 

individuals and only once they are interested in applying for ABHA number, the authorized 

personnel shall request the individuals to show their Aadhar card. These benefits shall be 

explained either in English, Hindi or any other local language which individuals shall be 

able to understand. 

c. It is the duty of authorized personnel to verify and confirm the identity of the individual 

with the Aadhar card provided.  

d. The authorized personnel shall collect the requisite demographic information along with 

the Aadhar number from the Aadhar card of the interested individuals and will record the 

same correctly in program application on the device. 

e. The authorized personnel shall only collect requisite information from Aadhar card of 

individuals. Photocopies or images of Aadhar card shall not be collected under any 

circumstances.  

f. After recording the requisite information, the consent language is to be read out to the 

individual explaining all details in a language understood by him/her. If the individual 

agrees and provides his/her consent for processing his/her personal data for creating ABHA 

number, only then the authorized personnel shall capture the consent of the individual in 

the device and submit the information in the program application. If the individual does 

not agree for processing of his/her personal information for creating ABHA (number) after 

listening to the consent language, the application being filled must be cancelled at that time 

only. 

g. Once the requisite information for creating ABHA (number) along with the consent is 

recorded in the device, the safety and security of the device shall be the sole responsibility 

of the authorized personnel.  

 

7. Security & safety of collected data 

a. It shall be the responsibility of the authorized personnel and the participating entity to 

ensure that the data collected & processed is safeguarded. 

b. Ensure adequate security training is provided to various end-users and security awareness 

programs are conducted regularly on collection, migration and disposal of the collected 

information. 

c. Processes must be in place to ensure data is destroyed or disposed upon the data retention 

period.  

d. Participating entities to comply with the Aadhar data vault requirement as per Aadhar 

circular 2.11 

e. Ensure appropriate evaluation, testing and audits of all structures, mechanisms, policies, 

procedures. Areas of improvement should be identified and a mechanism to improve the 
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overall deployment of such structures, mechanisms, policies, procedures, technologies 

and controls should be undertaken. 

f. Ensure the minimum data is collected which will suffice the authentication of the 

personnel. 

g. Ensure prior consent to be accorded before collection of the information.  

h. The data collected to be stored in encrypted or any other secured format till the same is 

not synced with ABDM server. Implement a mechanism to encrypt, using AES 256-

bitsymmetric encryption of personal data and digital health data at rest/transition. 

Encryption keys must be protected securely, preferably using Asymmetric 

cryptography/algorithm (PKI) RSA 2048. 

 

8. Syncing & generation of ABHA (number) 

a. The authorized personnel shall take the device to an office or center of participating entity 

or any other place with proper internet connectivity for further processing and syncing of 

the data with ABDM server. 

b. Upon successful syncing of data with ABDM server, the ABHA (number) cards of the 

individuals will be created and be available in the program application on the device.  

c. If the syncing of data with ABDM server is unsuccessful for any reasons beyond the control 

of authorized personnel, the ABHA card will not be created. In this case, these records 

pertaining to such individuals for whom the ABHA card has not been generated, have to 

be deleted by the authorized personnel. The authorized personnel will have to collect and 

record information from such individuals again along with a fresh consent.  

d. The authorized personnel shall download the ABHA (number) cards generated after the 

successful syncing.  

 

9. Deletion of records from the device 

The deletion of records shall be an ongoing process and not a one-time exercise. The 

participating entity shall ensure the following - 

a. The authorized personnel shall delete the records which were not successfully synced with 

ABDM server after every round of syncing.  

b. The authorized personnel shall delete the ABHA cards generated after printing the same 

within 30 days of their generation.  

c. Authorized Personnel to give a declaration on regular intervals confirming the deletion of 

ABHA (number) cards generated before 30 days from the date of declaration.  

 

10. Communicating ABHA (number) to the beneficiary 

a. ABHA system shall communicate the ABHA (number) generated to the beneficiary on 

his/her registered mobile number. 

b. After downloading the ABHA cards generated post successful syncing of records with 

ABDM server, the authorized personnel shall print the ABHA cards of the beneficiary. 

c. The authorized personnel shall deliver the printed ABHA cards to the beneficiaries within 

the reasonable time as decided by the participating entity. 
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d. Till the time ABHA cards are not delivered to the beneficiaries, the safety and security of 

printed ABHA cards shall be the sole responsibility of the authorized personnel. 

 

11. Compliance 

a. ABDM may enforce an audit of any office or center of entity participating in creating 

ABHA (numbers) in offline mode using digital devices. 

b. The participating entity must undertake all reasonable security measures to protect the data 

of the individuals being collected and processed by them. 

c. The participating entity shall ensure that they have an independent audit mechanism to do 

audits checks of the devices used by authorized personnel for data collection and storage.  

d. Any privacy breach must be notified by the authorized personnel / participating entity to 

the individual concerned and the ABDM. 

e. The participating entity shall ensure that the records belonging to more than 30 days old 

are deleted from the devices being used under these guidelines.  
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This is with regard to integration of RCH portal, NCD program, National
Sickle Cell Disease Control Program (NSCDCP) and Pradhan Mantri National
Dialysis Program (PMNDP) with Ayushman Bharat Digital Mission (ABDM) and
100o/o implementation on the ground.

The Value proposition of ABDM is huge, as citizens will be able to view
and share all their health records. In order to facilitate this, it is vital that all
programs successfully complete the development of Milestone 1 i.e. Creating
Ayushman Bharat Health Account (ABHA) ID of their beneficiaries; Milestone
2 i.e. Linking of digital health records with ABHA and Milestone 3 i.e.
Sharing of digital health records. In the Mission Steering Group (MSG) meeting
held on 12th April 2023, it was dlrected that all health
programs/schemes/solutions of the union government become ABDM
compliant and ensure 100o/o implementation on ground.

However, in the past few months, the progress on this account is very
slow. The portal wise progress for beneficiaries linked with ABHA is provided
below:
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It is proposed to the States/UTs to run this activity of ABHA seeding on
various poftals on a campaign mode from 14th June till 14th July. Best
performing States/UTs will be awarded during upcoming Chintan Shivir , to be
held from 14th to 16th July , 2023.

ABHA seeding on various portals will require a sustained effort from all
stakeholders in the field. It is suggested that a time bound plan of action be
made towards 100o/o compliance. Therefore it is requested to take a review
and needful actions at your level. 
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Yours Sincerely,

(v Chauhan)

To:

- Additional Chief Secretaries/Principal Secretaries/Secretaries (H&FW) of all
States/UTs
- Mission Director, National Health Mission of all the States/UTs

to:
ED NHSRC
AddI. CEO , NHA
Director NHM (I/IIIIII/IV)
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ABHA Saturation 
Through eKavach 



ABHA Saturation Context 

The Remaining enumerated population on eKavach can be scaled up for 
ABHA creation through FLWs 

eKavach rolled out across 
UP for delivering health 

services and enumerating 
the population  

The VHIR Module and 
ABHA Module of eKavach 

enable FLWs to create 
ABHA 

80.26 % of the 
population  in UP 

enumerated through 
eKavach till date 

 

Out of enumerated 
population 14% have 
Aadhaar on eKavach 

 

Out of enumerated  
Population on eKavach only 

2.33% have their ABHA 
generated 

 



User 
Consent 

User 
Selection 

ABHA Creation Process in eKavach 



Aadhaar number entry 
by FHW 

Mobile number entry by 
FHW 

Entry of OTP received 
on beneficiary mobile 

Generation of ABHA ID 

User 
Consent 

Verified Aadhaar 
details 

ABHA Creation Process in eKavach: Aadhaar OTP Authentication (Online) 



Aadhaar number entry 
by FHW 

Mobile number entry by 
FHW 

Biometric authentication 
using biometric device  

Generation of ABHA ID 

User 
Consent 

Verified Aadhaar 
details 

ABHA Creation Process in eKavach: Aadhaar Fingerprint Authentication (Online) 



Entry of: 
• Aadhaar number 
• Birth Date 
• Gender 
• Name 

Mobile number 
entry by FHW 

Data synchronisation 
with server  

Link to download ABHA 
ID on provided mobile 

number 

User 
Consent 

Verified Aadhaar 
details 

Voice recording 
beneficiary response 

ABHA Creation Process in eKavach: Aadhaar Demographic Authentication (Offline) 



ABHA Day Plan 

HWC/ Sub Center wise status of ABHA 

Target as per enumerated population 

List of HWC/ Sub Center wise 

ABHA target provided to 

CHOs 

Hand Holding by CHO to FLW 

for creating ABHA  

ABHA creation in mission mode through 

eKavach application in Offline and Online 

mode to saturate entire enumerated 

population 
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1

Ayushman Bharat Digital Mission
State Adoption

Overview and pathways for ABHACreation &System Integration through 
ABHAAPIs

Objective

2

● The presentation is a comprehensive repository of all information regarding ABHA (Ayushman Bharat 
Health Account), which is a core building block under ABDM (Ayushman Bharat Digital Mission).
It includes an overview on ABHA, its benefits, recommended practices, supporting resources and API 
flows.

● The presentation may be utilised as a part of NHA’s capacity building and IEC material, specifically 
for the States, to drive ABDM adoption

● The intended audience of this presentation spans across State leadership/ Nodal officer, master 
trainers as well as technical partners.

Version 1(Dated: 15th February, 2023)
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01 ABHA Overview

3

ABHA - Overview

4

ABHA Number is a 14-digit random unique number
that acts an identifier in the healthcare ecosystem

0000-1111-2222-33

name@abdm

ABHA Address* is an easy to remember username
that has links to the longitudinal health records. 
Only preferred Address is visible on the ABHA Card

*Ayushman Bharat Health Account (ABHA) Address is a unique identifier (self declared

ABHA profile has the following details:

Name

Date of Birth

Gender

State/ District/ Address

Valid Mobile Number/ Email

Aadhaar/ Driving License/ PAN

username) that enables you to share and access your health records digitally.
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ABHA - Key design principles

1

2

Inclusivity in ABHA sharing: multiple options for both smartphone/non-smartphone users5

3

ABHA is designed as a patient identifier in the healthcare ecosystem, created with 
minimum demographic details

ABHA creation or share is completely voluntary for citizens, with opt out/delete
functionality

One person can have only one ABHA Number. However, they can have multiple ABHA 
Addresses

ABHA linkage with patient’s reg. ID at healthcare facilities designed to enable faster 
exchange of information and help build health history4

Consent driven access to health data along with capabilities to manage and revoke consent6

5

Benefits of ABHA

Unique & Trustable Identity - Establish unique identity for citizens across different 

healthcare providers within the healthcare ecosystem

Unified Benefits - Link all healthcare benefits ranging from public health programmes to 

insurance schemes to the citizen’s unique ABHA number

Hassle-free Access - Avoid long lines for registration in healthcare facilities across the 

country

Easy PHR Sign Up - Seamless sign up for PHR (Personal Health Records) applications such 

as ABDM ABHA application for health data sharing

6
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4

Integration with Passport and Birth Certificate systems is under process 7

User Journeys

Delete/ Deactivate

Profile 
Management

Edit Photo, Mobile, 
Email, Re-KYC

*When a user chooses to create an ABHA at a facility participating in the ABDM ecosystem, using ID documents other than Aadhaar, 
their identity document is to be uploaded and identity manually verified, and an ABHA will be generated instantaneously.

Registration/ 
Enrolment

User Journeys

Self - Aadhaar OTP

Assisted* -
Aadhaar (OTP, Fingerprint) 
DL
PAN

02 Pathways for Large 
Scale ABHA creation

Intended Audience: State/Programme Leadership and 
Master Trainers

8
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9

ABHA Creation Methods

Following are the four methods to engage citizens and create/ capture ABHA

Self mode using ABHA portal Assisted mode using ABHA portal
● State operator/ Front Line Worker (FLW)

creates ABHA for the citizen
● This method uses Aadhaar eKYC or physical KYC 

by the operator/ FLW through DL

Programme or HMIS Portal 
generated ABHA
● A program operator creates ABHA for

beneficiaries using the program specific
application which is integrated with ABDM

● Programmes or HMIS portals can tailor the
ABHA generation experience to synergize
with their objective

Programme Data
● Programmes with Aadhaar demographic details

of citizens can create ABHA through API call
● Integrator who wishes to use the program data

must write to NHA requesting the demo auth
role. After approval, the Integrator can start
using the demo auth API

● The citizen may or may not be present at time of
ABHA creation

● User downloads ABHA app or logs in to the
ABHA portal to create an ABHA -
abha.abdm.gov.in

● This method uses Aadhaar eKYC

1 2

3 4

Process Flows for ABHA Creation

Self mode using ABHA portal

Assisted mode using ABHA portal

1

*Operator refers to personnel of the ABDM registered facility who is equipped with computer system
The ABDM registered facility (schools/ colleges/ other institutes) will be provided with login credentials for the operator

10

2
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6

Process Flows for ABHA Creation

Programme Data

3

Programme or HMIS Portal generated ABHA

4

Operator*/ FLW uses 
ABDM enabled 

solution
Authenticatevia 
OTP/ demo auth/ 

biometric

Collect patient’s 
consent

ABHA Created
Operator requests 

for patient’s Aadhaar 
number

*Operator refers to personnel of the ABDM registered facility who is equipped with computer system
The ABDM registered facility (schools/ colleges/ other institutes) will be provided with login credentials for the operator

11

ABHA Creation Pathways

12

Instances#Mode of AuthenticationMethod of Citizen EngagementPathway for the State

-OTPSelf-modeAwareness Camp - IEC activity

Govt. of AP, UP, 
Techo+OTP / Biometric*Assisted-mode using ABHA portal/ 

Programme or HMIS portalEnumerations Drives

eHospital, eSushrut 
and other state HMIS 
(eg: Govt. of WB)

OTP / Biometric
Assisted-mode using ABHA portal/ 
Programme or HMIS portal

Health Facilities (District hospitals, CHCs, 
etc)

Govt of MeghalayaOTP / BiometricAssisted-mode using ABHA portal/ 
Programme or HMIS portal

Camps (at schools, colleges, community 
centres)

eSanjeevaniOTPSelf-mode/ Programme or HMIS 
portalEngagement through Telemedicine

PMJAY, CoWINDemographic**Using Programme DataBack-end drives by the programs

Under discussionOTP / BiometricSelf-modeSelf-registration kiosks

*Biometric - match against fingerprint or face **Demographic - match against name, DoB and gender

States can select the pathways that best suit their context, and request NHA for the required support

#This list is not exhaustive.
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Recommended Practices

● Use of OTP for individual ABHA generation or enumeration drives, to record explicit user consent

● In case of OTP challenges, use of biometric devices or demo auth for bulk ABHA creation (ensure
appropriate mechanism for capturing citizen’s consent). ABHA integrator must ensure that citizens have
full understanding of the consent language and give willing consent. The integrator should inform
ABDM if the consent was taken.

● Engage citizens at health facilities through ABDM enabled HMIS*. Tangible benefits like faster patient
registration for OPD using QR code, can be leveraged at health facilities to encourage citizens to adopt
and actively use ABHA

● Integration of program portals with ABHA to engage beneficiaries and digitize benefit related health
records. Example* - Sickle Cell, Cowin, NCD, NIKSHAY, RCH, NVHCP

*Complete list of ABDM enabled partners available at https://abdm.gov.in/partners

Lessons from the States

14
Note: This list is not exhaustive.

Actions TakenState/UTTheme

● Embedded “ABHA generation” within ongoing NCD surveys by ANMs & ASHAs
● Created ABHA(s) during OPD visits to Public Health Institutions
● Used biometric for authentication at public facilities
● Leveraged demo auth for bulk ABHA generation
● Devised unified functionary-based applications like MOAP Health App for Medical Officers, ANM AP 

Health App for ANMs, etc. and is getting them integrated with ABDM

Andhra 
Pradesh

ABHA Creation

● Leveraged PM-JAY architecture to create ABHA
● Used biometric for authentication at facilities
● Used both modes for ABHA creation

○ Active mode - assisted mode (front desks at facilities, AB-PMJAY-ArK co-branded cards, other 
portals such as RCH, NCD etc)

○ Passive mode - self mode (Pvt/ ABDM enabled systems, EkaCare, Raxa etc.)
● Majority facilities using eHospital (ABDM enabled), which helped in ABHA creation at facilities

Karnataka

● Used State HMIS (WB-IHMS) for ABHA generation through Online OPD ticket booking, IPD admission, 
IPD Diagnostic/ Pharmacy and Online Discharge

● Used State Programs: Swasthya Saathi (State Insurance Scheme) and Swasthya Ingit (State 
Telemedicine Service) for ABHA registration

● Creation of ABHA ID through a camp mode outreach program, Duare Sarkar.

West 
Bengal
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Lessons from the States

15
Note: This list is not exhaustive.

Actions TakenState/UTTheme
● Leveraged enumeration drives at scale under RCH
● Used offline and facility assisted mode for ABHA creation
● Leveraged demo auth for bulk ABHA generation
● Meeting held and letter issued to partners to motivate subordinate staff for creation of ABHA ID in all

programmes where there is provision to create ABHA ID.

Uttar 
Pradesh

ABHA Creation

● Conducted campaigns at educational institutes to initiate ABHA creation for younger population
Andhra 
Pradesh

IEC

● One-to-One encouragement for value realization by publicKarnataka

● Promoted self registration by conducting awareness camps
Uttar 
Pradesh

● Conducted awareness programmes at community level
● Placed IEC materials like Banners, Foam boards and Sticker at public places.
● Distributed pamphlets at health institutions and various inter-island ticket counters (Bus & Ship).

Andaman

● Included ABHA generation as an assessment parameter as part of reviews in the Health Dept of the State 
to ramp up efforts on the ground

GujaratMonitoring

● Separate registration counters in the OPD area for patients with ABHA to demonstrate faster registration
Andaman &
Karnataka

Citizen 
Engagement

Tracking Mechanisms

16

district-wise

date-wise

overall

States are recommended to use the ABDM Dashboard (dashboard.abdm.gov.in) for tracking their progress.

Select State
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Tracking Constraints

17

● ABDM does not record block or village level information. Hence, States can only drill-down ABHA 
creation upto district level

● NHA cannot track ABHAs created by each ASHA/ Front-line worker or by each Health Facility 
(unless it is created using ABHA portal)

● Number of ABHAs created by a program as reflected on the dashboard may appear fewer than 
the authentications conducted on-ground by the partner. This is the case where citizen’s ABHA 
has already been created through CoWIN or PMJAY and on-ground authentication returns the 
pre-existing ABHA

03 Integration & API Flows

Intended Audience: Technical Partners who are looking 
to integrate their HMIS/ Programme portal with ABDM

18
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ABDM Integration Milestones

ABHA creation,
capture & verification

Health Information 
User (HIU) services to 
share patient’s health 
records between other 
entities in the ABDM 

ecosystem

Health Information 
Provider (HIP) services 
to link patient’s health 

records with ABHA 
(User discovery or HIP 

initiated)

M1 M3M2

● QR code based 
fast-tracked 
registration at 
hospitals

● Common identifier 
among government 
benefit programs

● Electronic Health 
Records for doctors

● Improved diagnosis, 
analysis and policy 
decisions

● Collation of health 
records in digital 
format in PHR apps
/ health lockers

ABDM
Integration 
Milestones

Use Cases

20

M1API Flows

Creation
(with due consent)*

M1 API Flows

OTP

Verification

Biometric

Biometric

Demographic

OTP

Aadhaar

DL/ Other Documents

*Consent language is provided in the resources
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ResponseRequestDescriptionAPI EndpointS no.

Txn IDAadhaar
Here Aadhaar Number 
will be entered

/v1/registration/aadhaar/generateOtp1

Registration
via Aadhaar
OTP

Txn IDOTP, Txn IDEnter OTP and Txn IDv1/registration/aadhaar/verifyOTP2

Txn ID
Mobile, Txn 
ID

Generate Mobile OTP for 
verification.

v1/registration/aadhaar/checkAndGenerat 
eMobileOTP2

Txn IDOTP, Txn ID
Verify Mobile OTP in an
existing transaction.

v1/registration/aadhaar/verifyMobileOTP3

ABHA ID,

X-Toke2n1

Txn ID, 
Demo

Create ABHA Number 
and Address

v1/registration/aadhaar/createHealthIdWit 
hPreVerified4

Step 1:Call the sessions API -
Sandbox: https://dev.abdm.gov.in/gateway/v0.5/sessions
Production: And https://live.abdm.gov.in/gateway/v0.5/sessions
Request: client id and client secret
Response – authorization token

Creation Aadhaar OTP

ResponseRequestDescriptionAPI EndpointS no.

Txn ID
Aadhaar,
biotype, 
PID

Here Aadhaar Number 
and PID will be entered/v1/registration/aadhaar/verifyBio1

Registration
via Aadhaar
Biometric

Txn ID
Mobile, Txn 
ID

Generate Mobile OTP for 
verification.

v1/registration/aadhaar/generateMobileOT 
P2

Txn IDOTP, Txn ID
Verify Mobile OTP in an
existing transaction.

v1/registration/aadhaar/verifyMobileOTP3

ABHA ID,

X-Token

Txn ID, 
Demo

Create ABHA Number 
and Address

v1/registration/aadhaar/createHealthIdWit 
hPreVerified4

Creation Aadhaar Biometric

● To use the biometric APIs, the client needs to have a Aadhaar Registered Device (RD Device)
that allows capture and processing of biometrics of the beneficiary. The list of RD device
vendors is provided in the resources slide at the end of the deck.

● This RD Service returns an encrypted PID block containing signed biometrics.
● The PID can be then passed through the aadhaar/verifyBio API mentioned below.

ABHA Team can help the integrators with the code that triggers the RD Device and generates PID

22
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Creation Aadhaar Demographic

● At present, the API is only available to benefit programmes - Government programmes and 
Government HMIS solutions

● The integrator must collect user consent before creating ABHA through demo auth

23

ResponseRequestDescriptionAPI EndpointS no.

ABHA
profile

Aadhaar,
demographic 
details and 
profile 
details

Here Aadhaar 
Number and 
demographic details 
will be entered

/v1/hid/benefit/createHealthId/demo/auth1Registration
via Aadhaar
Demographic

ABHA
Address

ABHA
Number

Creates an ABHA 
Addressv1/hid /benefit/update/phr-address2

Verification Biometric

ResponseRequestDescriptionAPI EndpointS no.Type of API

Txn ID
Auth Method, 
ABHA Number

Initiate authentication process 
for Given ABHA Numberv1/auth/init1

Login/ 
Verification X-TokenPID, Txn IDAuthentication using Biometrics

v1/auth/confirmWithAad 
haarBio2

ABHA
profileX-TokenGet Account Informationv1/account/profile3

24
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Verification Mobile OTP / Aadhaar OTP

ResponseRequestDescriptionAPI EndpointS no.Type of API

Txn ID
Auth Method, 
ABHA Number

Initiate authentication process 
for Given ABHA Numberv1/auth/init1

Login/ 
Verification

X- TokenOTP, Txn IDAuthentication with OTP/v1/auth/confirmWithMobil 
eOTP2a

X-TokenOTP, Txn IDAuthentication with OTP/v1/auth/confirmWithAadh 
aarOtp2b

ABHA
profileX-TokenGet Account Informationv1/account/profile3

25

04 Supporting Resources

Intended Audience: Technical Partners who are looking 
to integrate their HMIS/ Programme portal with ABDM

26
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Common M1Integration Issues

Resolution/ Common CauseIssueS.No

Integrators can use either v1 or v2 APIs or a combination of both. If a partner has already 
integrated with v1, they can add functionalities using v2 without changing v1 APIs

When to use v1 and when to use v2 
APIs1

OTP, Aadhaar number and other sensitive data must be encrypted in v2 APIsDifference between v1 and v22

ABMD is closing all .ndhm domains and integrators should only use .abdm domainsIntegrators using .ndhm domain3

Role was missing in the Authorization Token. 
1."healthId" role is mandatory in every HID API
2. "HidIntegratedProgram" role only for integrated benefit program

Facing issue with most of the API 
call getting 401 ERROR4

a. Get the device from registered vendor and have the device registered/certificates 
updated
b. All the necessary parameters should be present in the PID block. 
For example.
<PidOptions ver="1.0"> <Opts fCount="1" fType="2" pCount="0" format="0" pidVer="2.0" 
wadh="E0jzJ/P8UopUHAieZn8CKqS4WPMi5ZSYXgfnlfkWjrc=" timeout="20000" 
posh="UNKNOWN" env="P" /> </PidOptions>

Not able to create ABHA using 
Biometric flow5

Aadhaar services down 27Aadhaar OTP not receiving6

Consent Language for Aadhaar based ABHA Creation

28

I, hereby declare that I am voluntarily sharing my Aadhaar Number and demographic information issued by

UIDAI, with National Health Authority (NHA) for the sole purpose of creation of ABHA number . I understand
that my ABHA number can be used and shared for purposes as may be notified by ABDM from time to time

including provision of healthcare services. Further, I am aware that my personal identifiable information (Name,
Address, Age, Date of Birth, Gender and Photograph) may be made available to the entities working in the

National Digital Health Ecosystem (NDHE) which inter alia includes stakeholders and entities such as
healthcare professionals (e.g. doctors), facilities (e.g. hospitals, laboratories) and data fiduciaries (e.g. health

programmes), which are registered with or linked to the Ayushman Bharat Digital Mission (ABDM), and various
processes there under. I authorize NHA to use my Aadhaar number for performing Aadhaar based

authentication with UIDAI as per the provisions of the Aadhaar (Targeted Delivery of Financial and other
Subsidies, Benefits and Services) Act, 2016 for the aforesaid purpose. I understand that UIDAI will share my

e-KYC details, or response of “Yes” with NHA upon successful authentication. I have been duly informed about
the option of using other IDs apart from Aadhaar; however, I consciously choose to use Aadhaar number for

the purpose of availing benefits across the NDHE. I am aware that my personal identifiable information
excluding Aadhaar number / VID number can be used and shared for purposes as mentioned above. I reserve

the right to revoke the given consent at any point of time as per provisions of Aadhaar Act and Regulations.
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Frequently Asked Questions

29

● Does ABDM store citizens’ health records?
ABDM does not store any health records. Citizens’ health records are stored with their healthcare information providers as per
their retention policies and are shared over the ABDM network with encryption mechanisms only after the express consent of the
citizen.

● Why can’t Aadhaar be used as ABHA number, why is an independent identification number required?
The Aadhaar Act provides for the use of Aadhaar number as proof of identity of a person, subject to authentication. However, the
mandate of mandatory linkage of Aadhaar is restricted. Therefore, a distinct, independent, unique identifier is required to be
identified as ABHA number.

The concept of ABHA Number in the digital health ecosystem is similar to the concept of the bank account number in the financial
sector. Just like a bank account linked to Aadhaar KYC, is used for financial transactions, similarly, an ABHA linked to Aadhaar or
any other KYC document is used for digital health transactions. Hence, Aadhaar cannot be used in place of ABHA Number.

● Can more than one family member link the same mobile number to their respective ABHA numbers?
Yes. One mobile number can be linked with up to 6 ABHA Numbers.

● How can the citizen retrieve their ABHA number if they have misplaced the ABHA card?
Users can login to their Ayushman Bharat Health Account at abha.abdm.gov.in using mobile number and retrieve ABHA number.
The portal also gives users the option to download and print their ABHA card.

Frequently Asked Questions

30

● How can ABHA be created in areas where there is limited or no connectivity?
In order to accommodate areas with limited or no internet/mobile connectivity, NHA has made the provision of an offline mode
of ABHA creation. For this, the demographic details of the citizens are noted down either through paper-based forms or digital
devices, and later uploaded at centres with IT infrastructure and internet connectivity through the ABHA portal,
HMIS/programme portal, or other digital solutions that are ABDM enabled. The provision to create ABHA Number in offline mode
is only enabled for select Center/s. The permission-based access is provided by ABDM upon request.

● Does a citizen need an ABHA card if they already have an Ayushman Card?
The ABHA Card is not to be confused with the Ayushman Card. ABHA is the identity of the individual in the digital health
ecosystem established by the Ayushman Bharat Digital Mission whereas the Ayushman Card is issued under the AB-Pradhan
Mantri Jan Arogya Yojana and enables its beneficiaries to avail health insurance.

● Are there any free or subsidized treatment/healthcare services available if a citizen has an ABHA number?
No. ABHA Number only provides the digital identity of the person in the digital health ecosystem. The cost of the treatment, free
or otherwise, is decided by the policies of respective healthcare providers and schemes. ABHA Number can be used to check the
citizen’s identity and eligibility in the digital system of that scheme.

● More FAQs can be found under the support section on the ABDM and ABHA websites.



R a n ja n  K u m a r (I .A .S . )  M D  A B D M  U P ,          
D r M o h it  S in g h  JD  A B D M  U P

1 1 -0 9 -2 0 2 3

1 6

Resources

31

● For biometric (fingerprint) authentication, the States need to procure RD devices. List of RD device vendors 
as approved by UIDAI, is provided here:

SecugenBioenableOasysArMeeACPLMantra

IntegraLinkwellMatrixcomsecPrecisionEvoluteIdemia

TatvikSyncbyteNextBiometricsAratek

The list is updated by UIDAI from time to time

● Sandbox link for Benefit Programs and HMIS portals to start integration with ABHA: 
Sandbox.abdm.gov.in

● Documentation of APIs for integration with ABHA: 
https://app.swaggerhub.com/apis-docs/abdm.abha/abha-service/1.0

● Grievance Portal : https://grievance.abdm.gov.in/

● Call Center : 1800-11-4477

Thank You
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Ayushman Bharat Digital Mission
.

Uttar Pradesh

ABHA workflow in Ni-kshay

Dr Mohit Singh JD ABDM UP

ABDM - Vision and Guiding Principles

Single Source
of Truth

Federated
Data 

Architecture

Privacy & Security 
by Design

Wellness & 
Citizen
Centric

Voluntary
Participation

Vision

To create a National Digital Health Ecosystem that 

supports universal health coverage through 

provision of a wide-range of data, information and 

infrastructure services, duly leveraging open, 

interoperable, standards-based digital systems, and 

ensuring the security, confidentiality and privacy of 

health-related personal information.

Guiding Principles

Dr Mohit Singh JD ABDM UP
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Digital Public Goods (ABDM Registries)

Drug Registry04

Health Facility 
Registry03ABHA Number01

Healthcare 
Professional Registry02

ABDM 
Registries

• 14-digit unique identifier of all 
citizens

• to create longitudinal health record 
of people

• ABHA App (Android and iOS)

• 14-digit unique identifier of health 
professionals 

• Doctors (all systems) and Nurses

• 12-digit unique identifier of health
facilities 

• Hospitals, Labs, Pharmacies, Blood 
Banks etc

• List of verified drugs 

• Unique code to each drug and 
stripDr Mohit Singh JD ABDM UPDr Mohit Singh JD ABDM UP

Longitudinal health record available to all health workers of programs in their jurisdiction

Nurses Doctors

CoWIN

Covid 
vaccine
dose 1

Malaria 
confirmed

Tab -
chloroquine

Pregnancy
Trimester:

Hb: 9.8
Weight: 52 

kgs
Injection TT

URTI
Tab –

Azithromycin 
1 TDS 5 days

RCH IDSP Govt 
Hospitals

Citizen’s longitudinal health record
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ABHA

Ms. Ranidevi

Female, 28 years old

Frontline Workers

URTI
Tab cefixime 
1 BD – 5 days

Private 
Hospital Data

Date: 
10/01/21

Date: 
01/08/19

Date: 
21/05/19

Date: 
21/02/19

Date: 
15/02/21

Use Case - Longitudinal Health Records

Dr Mohit Singh JD ABDM UP
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Introduction..2

Benefits:
 Easy access to your medical information in a safe and paperless manner

 Secure consent driven access to health data along with capabilities to manage and revoke 
consent

 Reduced prescription and clinical errors due to robust account creation

 Inclusive access to the Digital Health ecosystem. People with smartphones, feature 
phones, and even no phones can enroll. 

 Patients/citizens can share their medical records with health care providers to ensure 
appropriate treatment and follow-up.

What is a ABHA?

What is a Health ID?

 Randomly generated 14-digit number

 Uniquely identifies a person

 Can be used for authentication 

 Can be used to link all of patients 
health records (with their informed 
consent) across multiple systems 
and stakeholders.

Dr Mohit Singh JD ABDM UP

Individual visits the hospital

Do you have a ABHA 
number??

No. Lets Create your 
ID.

ABHA registration/
Appointment

Meeting the Doctor as 
per Appointment

User Journey

Do you have a ABHA 
number??

Yes, Lets meet the 
Doctor

Provide 
prescription for 

further treatment 
which is received 

on App by 

Doctor views the 
previous health 

records

Individual goes back to 
Home with record on Phone

ABDM Health Records (PHR) 
Application

Individual Gives Consent to 
Doctor to review previous 

Prescription

Dr Mohit Singh JD ABDM UP
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Staff and  
Treatment  
Supporter
s

ABHA Generation for New beneficiary - Filling Enrollment form..1

Click on New 
Enrollment

Select the option 
to Generate 

ABHA

Add the 
information fields

Enroll the patient 
through New 
Enrollment

Step 1

Dr Mohit Singh JD ABDM UP

Staff and  
Treatment  
Supporter
s

ABHA Generation for New beneficiary - Filling Enrollment form..2

Add the 
information fields

Dr Mohit Singh JD ABDM UP
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Staff and  
Treatment  
Supporter
s

ABHA Generation for New beneficiary - Filling Enrollment form..3

Add the 
information fields

Dr Mohit Singh JD ABDM UP

Staff and  
Treatment  
Supporter
s

ABHA Generation for New beneficiary - Filling Enrollment form..4

Add the 
information fields

Click on “Add Case and Proceed to 
Generate ABHA”

Dr Mohit Singh JD ABDM UP
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Staff and  
Treatment  
Supporter
s

ABHA Generation for New enrollment - Selection of option

Select the option to 
generate ABHA
1. Using existing 

ABHA
2. Generating 

New ABHA

Enroll the patient 
through New 
Enrollment

Step 1

Select the option to 
generate ABHA

Step 2

Dr Mohit Singh JD ABDM UP

Staff and  
Treatment  
Supporter
s

Workflow 1- Generating a new ABHA for New enrollment 

Dr Mohit Singh JD ABDM UP
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Staff and  
Treatment  
Supporter
s

ABHA Generation for New enrollment - Generate new ABHA

Using the option of 
Generating a new 
ABHA

Dr Mohit Singh JD ABDM UP

ABHA Generation for New enrollment - Consent from beneficiary

Enroll the patient 
through New 
Enrollment

Step 1

Select the option to 
generate ABHA

Accept the 
consent

Step 3

Accept the 
consent and 
click Continue

Enroll the patient 
through New 
Enrollment

Select the option to 
generate ABHA

Enroll the patient 
through New 
Enrollment

Step 2Step 1

Dr Mohit Singh JD ABDM UP
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Staff and  
Treatment  
Supporter
s

ABHA Generation for New enrollment - Aadhaar verification via OTP..1

Enter the Aadhaar 
number and enter the 

correct OTP

Enroll the patient 
through New 
Enrollment

Select the option to 
generate ABHA

Step 1 Step 2

Click on “Get OTP” 
to receive the OTP 
on Aadhar linked 
mobile number.

Click on “Get OTP” 
to receive the OTP 
on Aadhaar linked 
mobile number.

Check the captcha

Accept the 
consent

Step 4Step 3

Enter the Aadhaar number1

Dr Mohit Singh JD ABDM UP

Staff and  
Treatment  
Supporter
s

ABHA Generation for New enrollment - Aadhaar verification via OTP..2

Submit the OTP

Enter the OTP

Dr Mohit Singh JD ABDM UP
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Staff and  
Treatment  
Supporter
s

ABHA Generation for New enrollment - Aadhaar verification via OTP..3

The system fails the 
verification if a wrong OTP 
is entered

Retry authentication 
if wrong OTP is 
entered

Dr Mohit Singh JD ABDM UP

ABHA Generation for New enrollment - Aadhaar verification via OTP..4

Submit the OTP

Enter the correct 
OTP

Dr Mohit Singh JD ABDM UP
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Staff and  
Treatment  
Supporter
s

ABHA Generation for New enrollment – Print and generation of ABHA

Enter the Aadhaar 
number and enter the 

correct OTP

Select the option to 
generate ABHA

Step 1
Enroll the patient 

through New 
Enrollment

Step 2
ABHA generated and 
can be printed as a 
document or Image

Step 5

ABHA generated 
successfully

ABHA can be printed 
as a document or 
image

Step 4

Accept the 
consent

Step 3

Dr Mohit Singh JD ABDM UP

In case of unavailability of Aadhar verified Mobile 
Number 

https://abha.abdm.gov.in/register

Dr Mohit Singh JD ABDM UP



Ranjan Kumar (I.A.S.) MD ABDM UP,             
Dr Mohit Singh JD ABDM UP

11-09-2023
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Dr Mohit Singh JD ABDM UP

Letter by 
MOHFW

Letter by 
Central TB 
division



Ranjan Kumar (I.A.S.) MD ABDM UP,             
Dr Mohit Singh JD ABDM UP

11-09-2023
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Dr Mohit Singh JD ABDM UP

Letter 
by MD 
ABDM

.

Thank You

Dr. Mohit Singh JD ABDM UP
Mobile Number- 9838488887, 

9936848887


